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PyScada BS=

o EF HTML5 BUANRE
o HEHLUTHE
o Tkt
o Modbus TCP/IP - RTU - ASCII - Zi##l (f8EFBpyModbus)
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o Phant (&Nlhttp://phant.io/)
o VISA (f&EFHpyVISA)
o 1%

o BACNet/IP (IEf£FF&) ({EFBACpypesFIBACO)
o MeterBus (MBus) (IEFEFF&+) (ffEFpyMeterBus)

o SMBus ({fEFHsmbus?)

o GPIO (f&#F3RPi.GPIO)

o REZGT

o OPC-UA (f§Hopcua-asyncio)

o SML (BREREFIES) (fEMpySML)
o NHiE/B

o ET

o MEARS

o IRE
o BREMNLE
o PT104 (f#FPico PT-104)

o AR
o HIAmE

o RHtTH
o HYEE. HESH. BMHEN

o XIRSERAVEEHEKRIERER

PyScada 94513

HTML5 Web HMI

gunicorn
Django
pyscada.hmi pyscada.phant pyscada.visa PyVISA
pyscada.bacnet* BACpypes
(OELLERNLLIVE PyModbus
Pysca d a pyscada.onewire
pyscada.smbus

pyscada.event pyscada.systemstat psutil

pyscada.export ~ pyscada_daemon

filesystem systemd

Phant Device

LXI-Device

GPIB-Device

SCPI Device

ModbusRTU Device

ModbusTCP Device

1-Wire Sensor

12C Device

il

Localhost
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PyScada By%&3%
B
RLEEErRE 1 EDebian 10/11Ff0&FRaspberry Pi OS fiLinux E% Lt

%4 PyScada , {EFMariaDB{EREWRE, {FEFRGunicornfEfs WSGI
HTTP fR5588, {EMnginx{E/ HTTP fRS3ER,

AR

ZHIARinstall . shIFGTE 2 T3S Bl 7 BT Rk
docker, FElEZEHEH.

REEHEARIARinstall system.shB{install docker.shiRiEZRY

Vi =N

{£ Debian RRHLTEMS EAENERE

1. iBE T PyScada B97/53%:

o BIUTEFERE:

sudo apt install git
git clone https://github.com/pyscada/PyScada.git
cd PyScada

o TE zip XHFHRE:

sudo apt install wget

wget
https://github.com/pyscada/PyScada/archive/refs/heads/main
.zip -0 PyScada-main.zip

sudo apt install unzip

unzip ./PyScada-main.zip

rm ./PyScada-main.zip

cd PyScada-main

2. % PyScada

BB MTHRE, BEeX (NEHT [BEEE R
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https://www.debian.org/
https://www.raspberrypi.com/software/
https://mariadb.com/
http://gunicorn.org/
http://nginx.org/
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BT

o MNERIEIEEZR S LY Docker Z8§+HLEE PyScada,
ZAEBERBIER ((RERLE)
ANERICAE(FERRIE ((URERFLE)
WR{FAE L L@ EM redisSKINEpyscadaifFRERNES ((VREFR
=)
MRS RIEEH, MNRAEEH:

o HUEERIR. HFME

o EERAMIMAXERE TIPS (FEEsettings.pyH—H

EdjangoEBFHR4)
o FE— pyscada FIFEIE
o WNERIGFHE pyscada fEHFBENHRINEI INSTALLED_APPS #

run:

sudo ./install.sh

B FEHERR

WNREBLE(FER docker %7 PyScada, NIFEEdb dataffALA TS
P& docker %

docker volume rm docker dbdata

PyScada #{¥ZE

1. 1% T3 PyScada f@489757% (HIEN(ER PyScada-Modbus) :
o BT TefEIFERE:

sudo apt install git
git clone https://github.com/pyscada/PyScada-Modbus.git
cd PyScada-Modbus

o T zip SHHHEE:
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sudo apt install wget

wget https://github.com/pyscada/PyScada-
Modbus/archive/refs/heads/main.zip -0 PyScada-Modbus-
main.zip

sudo apt install unzip

unzip ./PyScada-Modbus-main.zip

rm ./PyScada-Modbus-main.zip

cd PyScada-Modbus-main

2. &%k PyScada ¥

run:

# activate the PyScada virtual environment

source /home/pyscada/.venv/bin/activate

# install the plugin

sudo -u pyscada -E env PATH=S${PATH} pip3 install

# run migrations

python /var/www/pyscada/PyScadaServer/manage.py migrate
# copy static files

python /var/www/pyscada/PyScadaServer/manage.py
collectstatic --no-input

# restart gunicorn and PyScada

sudo systemctl restart gunicorn pyscada

FlHE%& %Y PyScada &4

# activate the PyScada virtual environment
source /home/pyscada/.venv/bin/activate

pip3 list | grep cada

EDEkR

sudo -u pyscada -E env PATH=${PATH} pip uninstall

yourPlugin


af://n1682
af://n1694

MIBIRAEFh
0.6.x £ 0.7.x
B, TEEERR, BN LIREE 0.7 %,

0.7.0b18 % 0.7.0b19

cd /var/www/pyscada/PyScadaServer
sudo -u pyscada python manage.py migrate
sudo -u pyscada python manage.py collectstatic

sudo -u pyscada python manage.py pyscada daemon init

ER

sudo wget
https://raw.githubusercontent.com/pyscada/PyScada/master/e
xtras/service/systemd/pyscada daemon.service -0
/etc/systemd/system/pyscada daemon.service

sudo systemctl enable pyscada daemon

sudo systemctl disable pyscada dag

sudo systemctl disable pyscada event

sudo systemctl disable pyscada mail

sudo systemctl disable pyscada export

sudo rm /lib/systemd/system/pyscada dag.service
sudo rm /lib/systemd/system/pyscada mail.service
sudo rm /lib/systemd/system/pyscada export.service
sudo rm /lib/systemd/system/pyscada event.service

sudo systemctl daemon-reload

PyScada BIa5 1T
EHR5) PyScada HAiHIE

systemd:

sudo systemctl restart pyscada
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EFB51 Gunicorn

systemd:

sudo systemctl restart gunicorn.service

BRI NGINX

systemd:

sudo systemctl restart nginx

RENZ 3= PyScada (R4

cd /var/www/pyscada/PyScadaServer

sudo -u pyscada python3 manage.py shell
import pyscada

pyscada.core. version

exit ()

SHICRAVEER

sudo -u pyscada python3 manage.py PyScadaExportData # last
24 houres

sudo -u pyscada python3 manage.py PyScadaExportData --
start time "01-03-2015 00:00:00" # from 01. of March 2015
until now

# from 01. of March until now, with the given filename
sudo -u pyscada python3 manage.py PyScadaExportData --
start time "0l1-Mar-2015 00:00:00" --filename "filename.h5"
# from 01. of March until 10. of March, with the given
filename

sudo -u pyscada python3 manage.py PyScadaExportData --
start time "01-03-2015 00:00:00" --filename "filename.h5"
--stop time "10-03-2015 00:00:00"
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PyScada BYf5imRF
(& SR

BfEREm, BENmaEFFIIThttp://127.0.0.1 (%5 127.0.0.1 &t
PyScada fR5588RY IP B EHR) , ARERREIRE PEXNEERQKS
B3R (TODO HEFZFI QAN 3HE)

BIWERRE, BSEFMERNA, EIHEERR, BRGG EANAR
7, AR EAdnin,

Change user info

Change password

Logout

PyScada Version: 0.8.0

MG TS imE SR ER,
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AUTHENTICATION AN .
Recent actions

Groups

Users A g My actions

P DA CORE
Background Processes
Calculated variable selector
Calculated variables
Complex events

andlers

read tasks

ngs
Units

Variable properties
Variable stat

Variab

PYSCADA E)
Export tasks

heduled export t

P DA HMI

Charts

Control items

Control panels

Custom html panels
Forms

Group display permissions
Pages

Pies

Process flow diagram items
Process flow diagrams
Sliding panel menus
Views

Widgets

s IFEmE S

ERNINFMEEE (0 PLC) |, iB¥TFPyScada CoreBPo AN &% .
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p\/SCada Ad m \ ﬂlstrat\oﬂ WELCOME, PYSCADA. VIEW SITE /| CHANGE PASSWORD [ LOG OUT O

Home » PyScada Core » Devices

t
ADD DEVICE <4

AUTHENTICATION AND

AUTHORIZATION

0 devices AL
Groups

+ By protocol
Users
generic

PYSCADA CORE -

Background Processes By active
Calculated variable selectors

Yes

No

Calculated variables

Complex events
+ By polling interval
Device handlers i ESS

Device read tasks 100 Milliseconds

Device write tasks 500 Milliseconds
1Second
Devices 5 Seconds
Events Add 10 Seconds

15 Seconds
Logs 30 Seconds
Mails Add 1 Minute

2.5 Mintues
Periodic fields SrEs
Recorded events Add 6 Minutes (10 times per Hour)

10 Minutes
scalings 15 Minutes

30 Minutes

1Haour

6 Hours

12 Hours

1Day

1Week

RISER—THR, mta AR I &R InE% 4 (Fliinodbus i’

%) .

pyscada Admmistration WELCOME, PYSCADA. VIEW SITE | CHANGE PASSWORD / LOG OUT (J

Home » PyScada Core » Devices » Add device

AUTHENTICATION AND
AUTHORIZATION
Groups Short name:

Users e
Description:

PYSCADA CORE

Background Processes

Calculated variable selectors

Calculated variables

Complex events

Device handlers Add B Active
Device read tasks

Byte order:
Device write tasks

Devices Polling interval: 5 Seconds
Events
Protocol:
Logs
Mails
Instrument handler:
Periodic fields
Recorded events
Scalings Save and add another Save and continue editing
Units
Variable properties

Variable states

Variables




. EEJ)\%?_%D}EELo

SRV E(EZ ERYETIED)
-&%—4%&0

o HINZIMYBINEER.

(TODO £ Wil e &)

Administration ME, PYSCADA

Home ) PyScada C » Devices » Add d

AUTHENTICATION AND
AUTHORIZATION
Groups Short name:

Users
Description:

CADA BACNET MASTER

BACnet Variable Properties

PYSCADA CORE
Background Processes

Calculated v. electors

Byte order:

Polling interval:

Protocol:

rument handler:

MODBUS DEVICE

Modbus device: #1
Protocol:
ings
Units
Variable properties Ip address:
Variable stat

Variables

(EELr Unit id:
port tasks

Ti =
Scheduled export tas| imeou

Stopbits:
Bytesi;
Control items
Control panels Parity:
Custom html panels

Forms Baudrate:
orms

Save and add another Save and continue editing




nINFhE S

HANEIEHERPYScada CoreZfnBITER. BHA LAINRNINTE,

da Administration 4, PYSCADA

Home s PyScada Core » Variab

t
ADD VARIABLE +
AUTHENTICATION AND
AUTHORIZATION
FILTER
Groups
+ By pr
Users

PYSCADA CORE

Background Processes + By active

Calculated variabl

Calculated variables

Complex events
andlers

ead tasks

+ By U

Logs
Mails

Periodic fields

gs
Units
Variable properties
Variable states

ables

PY EXPORT
Export tasks

Scheduled export tasks

CAD/

Charts

Custom html panels
Forms

Group display permissions
Pages

Pies

EERIEA, BTEoOe RS HEFENERM (TODOFRINEIARLL
,/J“DIJTE%{_L) . WM HMI BE, NBGETE, WNSRW/IRESELE
LMEIERREEFRIEFRRIGEET (TODORIIBEFARIN4eiaviEnAR)
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value_class@iR& R ERIEHEZEY (TODORFMZA)

BT (COV) REFEEEIRETIENTMHE., MRBRIUTEE, %
FEZZ 25 E: (v=value)

|new, — last,| > COV,
HENREE—MERT 1 /0.

Eitt, WMREBURFRIAE, B COV IRE-1.

PyScada Administration

Home e Vari
tty

AUTHENTICATION AND
AUTHORIZATION

Groups Variable name:
Users -
Description:
PYSCADA CORE
Background Processes
Calculated variable sele:
Calculated variables
Complex even
handlers .
Device:
De read tasks
De
De
Events
Logs
ling:
Periodic fields
Value_class:
Recorded events
ngs
Units
Variable properties
VELELIEETE]
LELELIEE
Chart line thickness:
YSCADA EXPORT
Export tasks

Scheduled export tasks

CADA HMI Min type:

Charts
Max type:
Control items

Control panels
Custom html panels
Byte order:
Forms
Group display permissions
Pages 5 o
Save and add another Save and continue editing
Pies

RIEREMUBMAZERIVEREE.
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1. Bz, FINFER

2. TUME, 2 IIRE

3. Widget, #I1— Widget, 7 Page TR E 2 FRINAYTIE,
FEContent MiEE1 PRIEER,

4. g HIRE LB TTRIE. RENDHRE (17, 7)) FOE
.,

5. 8F, HIREFMN 2 FisEnmE.

(7J1%8) GroupDisplayPermissions, ZI0FTAY
GroupDisplayPermission, (MIRFEHRNNFEAHEENAFFINZE
ZH, BIEEERE 1. £ 4 PRIERFBIE. )

7. ¥1Fhttp://IP/, 1ENZEZIFRINE, 1R DAQ IEEIEITHEEUERE

FEBEIE, BZERIRA 2 /NTHEEEFI S RIEUE.

RImESA)
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I I
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| | | +-Chart----- + | | +-Chart----- + 0
Lol Lol I
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| | 4= + - + | |
| 4= +
Fom +

IS ID T
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e 3: Modbus
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https://github.com/pyscada/PyScada-SystemStat
https://github.com/pyscada/PyScada-Modbus

4: BACKZE
5. &F
e 6: 1%
7. BIS
8: SMBus
9: {RE8 (Jofra350)
e 10: GPIO
e 11: {REE (PT104)
e 12: OPC-UA
e 13: SML (HgEHERIES)
o 14: 3%
o 15: {{3kE\% (MBus)
o 16: BREEINIRS
o 17: #HiREIR
e 18: Iz
e 19: BBH
o 8X: EHITA
e 93: {RER (EB17)
e 94: {REE (Web fR55)
e 95: (REE (HIA)
e 96: RE (4)
o 97: {RE (HBf4)
e 98: (REE (IRE)
e 99: (REE (B)
e 100+: fREBBTINE

{fF Grafana

mysq|
INFAFFET SELECT £5R:

sudo mysgl -uroot -p -e "GRANT SELECT ON PyScada db.* TO
'Grafana-user'@'localhost' IDENTIFIED BY 'Grafana-user-

password';"


https://github.com/pyscada/PyScada-BACNet
https://github.com/pyscada/PyScada-VISA
https://github.com/pyscada/PyScada-OneWire
https://github.com/pyscada/PyScada-Phant
https://github.com/pyscada/PyScada-SMBus
https://github.com/pyscada/PyScada-GPIO
https://github.com/pyscada/PyScada-PT104
https://github.com/clavay/PyScada-OPCUA
https://github.com/gkend/PyScada-SML
https://github.com/pyscada/PyScada-File
https://github.com/pyscada/PyScada-MeterBus
https://github.com/pyscada/PyScada-EMS
https://github.com/pyscada/PyScada-Operations
https://github.com/pyscada/PyScada-Operations
https://github.com/clavay/PyScada-Serial
https://github.com/clavay/PyScada-WebService
https://github.com/pyscada/PyScada-Scripting
af://n1143
af://n1147

nginx

£/etc/nginx/nginx.conffGiRi0: http { ... }
include /etc/nginx/grafana-access.conf;

HERALA T < EIEE/etc/nginx/grafana-access.conf:

stream {
# MySQL server
server {
listen 3305;
proxy pass 127.0.0.1:3306;
proxy timeout 60s;

proxy connect timeout 30s;

E#/35 Nginx :

sudo systemctl restart nginx

Grafana
ZIIMySQLEURER :

FHEA
o ZMB: /run/mysqld/mysqld.sock
o TR2: SERVER WITH_NGINX_IP:3305

#IRBE : Pyscada db
BF: Grafana-user

289 . Grafana-user-password

BIR{SERIR:

o HESATHIEER.
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o FUEMIGN, IRNNXLLTTE: setfl: refresh on dashboard
load” multi-value "all option
o N mysql HIEEETE (8! Datasource)
o {FARELEIRRFINIZESSDatasource:
o tfM¥: SELECT protocol AS  text, id AS _ value
FROM pyscada deviceprotocol
o i%%& : SELECT d.short name AS _ text, d.id AS
__value FROM pyscada device d WHERE
d.protocol id IN (${Protocols}) AND d.active
1
o B : SELECT u.unit AS _ text, u.id AS _ value
FROM pyscada unit u
o TTE: SELECT v.name AS _ text, v.id AS _ value
FROM pyscada variable v WHERE v.device id IN
(S{Devices}) AND v.unit id IN (${Units}) AND
v.active =1
o BHEE (Z£EInterval) :
1ls,10s,1m, 10m, 30m, 1h, 6h, 12h, 1d, 7d, 14d, 30d, 1M

o TH (BENZEE) : 0, NULL, previous

o HARHI:

SELECT
$ timeGroupAlias(r.date saved, $time group),
avg (IFNULL (r.value float64, 0.0) + IFNULL(r.value into4,
0.0) + IFNULL(r.value int32, 0.0) + IFNULL(r.value intlo,
0.0) + IFNULL(r.value boolean, 0.0)),
v.name AS metric
FROM pyscada recordeddata as r
JOIN pyscada variable v ON r.variable id = v.id
WHERE
$ timeFilter(r.date saved) AND
r.variable id IN (${Variables})
GROUP BY time, metric

ORDER BY $ timeGroup(r.date saved, Stime group, Snull as)



#xA\ pyscada HMI

4miE Grafana BCESUH:

sudo nano /etc/grafana/grafana.ini

BEHIRE:

o FBIFERA= true
o XFFAHMIEH grafana : root url = http://localhost:3000/grafana/

XJF localhost grafana i7sfl/etc/nginx/sites-enabled/pyscada.conf:

location /grafana/ {

proxy pass http://127.0.0.1:3000/;

E¥ff55 Grafana fRS588:

sudo systemctl restart grafana-server.service

SEFRERIRFAIIDEL grafana PHERIIMEREIZEBEENX html @ik

Hith

s 8ssl: http://www.turbogeek.co.uk/2020/09/30/grafana-how-to-co
nfigure-ssl-https-in-grafana/

WFHEZAR
ii&PyScadaEIRIE

source /home/pyscada/.venv/bin/activate
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http://www.turbogeek.co.uk/2020/09/30/grafana-how-to-configure-ssl-https-in-grafana/
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selETFhtRE

git clone git@github.com:pyscada/PyScada.git

X3F{& PyScada-Modbus iXiFAE
git clone git@github.com:pyscada/PyScada-Modbus.git
; =L =P

Pip AIRiERE

ALEREIINESS

sudo -u pyscada -E env PATH=S${PATH} pip3 install -e
./PyScada

X3 T4 PyScada-Modbus iR :

sudo -u pyscada -E env PATH=S${PATH} pip3 install -e
./PyScada-Modbus

EHRmINARER

MEELINEE, BUAEY (REEXNER) , THES:

BT

python3 /var/www/pyscada/PyScadaServer/manage.py

makemigrations

RZFEEA]

python3 /var/www/pyscada/PyScadaServer/manage.py migrate

SHIEEM (answer yes)
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sudo -u pyscada -E env PATH=${PATH} python3

/var/www/pyscada/PyScadaServer/manage.py collectstatic

PRIRIRETLA

XJF URL, MEEEEREN, 1BE#/=s0 Gunicorn

sudo systemctl restart gunicorn
BNIEFTE5N PyScada

sudo systemctl restart pyscada

BRI

SEAEESUANE (LIRIARE) B2,
PyScada TiBurls . pyXIFRTINEEARIERE (BSMELAL) .

o pythonfEiliMRZ%:: i
J/var/www/pyscada/PyScadaServer/PyScadaServer

e Docker &% i
F/src/pyscada/PyScadaServer/PyScadaServer

ABRT, TIB/Jurls.py XX I0#Eurls .pyRBpyscada.core. i%
XL YR pyscada . core . url sINEFTEEMAERI S, urls.py

(EREHASERINE— M EESH, FEnREEERMEKAH, Wem
EEMERBZRIIIEERIERE, BfENI#pyscada. core. urlsXXEZRL,

At EFREEMBENurls . py3iH.

XJFIE Docker %

sudo -u pyscada nano

/var/www/pyscada/PyScadaServer/PyScadaServer/urls.py

F7E pyscada.core.urls ZRIB SRR


af://n1414
https://docs.djangoproject.com/en/4.2/topics/http/urls/

urlpatterns = [

path('', include ('pyscada.yourPlugin.urls')), #Routing
file yourPlugin

path('', include('pyscada.core.urls')),

]
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